CONFIGURING YOUR WEB-SITE TO USE SSL
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DemoS5L Properties ﬂ E |

Wieb Site | Performance I ISAPI Filkers I Home Direckary I Documents
Directory Security | HTTPHeaders |  CustomErors | ASPMET

—fButhentication and access control

Enable anonymous access and edit the
% authentication methods For this resource, Edit. .. |

i Lo

—IP address and domain name restrickions

Grant or deny access ko this resource using
IP addresses or Inkernet domain names,

Edit. ..

—Secure communications

Fequire secure communications and
enable client certificates when this
resolrce is accessed,

Wietw Cerbificate. ., |

Edit. .. |
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115 Certificate Wizard
Server Certificate
Theze are the methods far assigning a certificate bo a'Web site.

Select the method pou want to uze for thiz web site:

& LCreate a new certiicate.

" Aszign an existing certificate
" Import a certificate from a Key Manager backup file.
= |mport a certificate fram a .pfs file

" Copy or Move a certificate from a remobe server site to this site.

< Back I Mest » I Cancel
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IIS Certificate Wizard

Delayed or Inmediate Request

Y'ou can prepare a request to be sent later, or you can send one
irmrnediately.

Do pou want to prepare a certificate request to be sent later, or do pou want to send it
immediately ta an onling certification authority'?

% Prepare the request how, but send it later

) Send the request immediately b an online. certification authority

¢ Back I Mest » I Cancel




115 Certificate Wizard

Mame and Security Settings
rour new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be eazy for you to refer to and
remember.

M ame:

The bit length of the encyption key determines the certificate’s encryption strength.
The areater the bit length, the stronger the secunty. Howewer, a greater bit length may
decrease performance.

Bit lenagth: |‘||:|24 vl

[ Select cryptographic service provider [C5P) for this certificate

< Back I Hest = I Cancel
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115 Certificate Wizard
Organization Information
our ceshicale must incude infoimestion sbout pour oigangaton et
distnguishes il [rom alher aiganzalons,

Select or bype wour arganizabion’s name and youl organizational uret This is bypicallp the
legal name of youw organization and the name of pouwr divizion o depaitment.

Fioe Fusther infoemabion. conzult certfication authoriby's ‘Web site.
Drganization:
| =}

Organizational uni:

| =

¢ Back I Mest » I Carceal




11 , *=&7.

$ =87 * | "
2 %7!

1IS Certificate Wizard
Your Site's Common Name
Your Web site's common name iz itz fully qualified domain name.

Type the cammon name far your site. [F the server iz an the Intemet, uze a valid DMS
name. |f the zerver iz on the intranet, you may prefer to use the computer's HetBIOS
name.

If the common name changes, you will need to obtain a new certificate.

Common name;
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1 > " % 7!

IIS Certificate Wizard E

Geographical Information
The cetihicaton authority requires the following geographecal infom ation, A&:“;‘h

&

Country/Fegon:
IN [India] -

State/ province:
| =
City Bocality:

| ]

State/pravince and City/locaby must be complete, official names and may not cortain
abbreviations.
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IIS Certificate Wizard
Certificate Request File Hame

Your certificate request iz saved az a text file with the file name yau
zpecify.

Enter a file name for the certificate request.

File name:

Browse. .. |
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I1S Certificate Wizard

Request File Summany
You have chosen to generate a reguest file.

To generate the following request, chck Mext.
File name:  c:hceitreg b
“our request containg the following informaton

Iszsued To srictag-ckadgl s
Frerdly Mame DemoS5L

Country/Pegion
State £ Province

Cip
Olrgarization
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Windows Components
You can add or remove components of Windows.

To add or remove a compaonent, click the checkbox, A& shaded box means that only
part of the companent wil be inztalled. To zee what's included in a component, click

Dietails.

LComponents:

b ﬁ«cces&nrie& and Utilities 49 MB N
| <> Active Directory Services 16.7 ME

@ﬁ.pplicatinn Server 333 MB
1.4 MB

77 MR LI

Dezcrption:  Installz a certification authority [CA) o izsue certificates for use with
public key securty programs.

Tatal disk space required: 47 MB Dietails |
90125 MB —

Space available on digk:

™ - Certificate Services
1 " Mistibuated File Sustem

< Back I Hext > I Cancel | Help |
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Windows Components Wizard

CA Identifying Information
Enter infarmation bo idemtify thiz Ch.

Cormmon hame For thiz Ch:

Distinguizhed name suffix

Preview of distinguizhed name:
CH=Demo55L
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----- BEGIN NEW CERTIFICATE REQUEST-----
MIICcjCCAhwCAQAWY]ETMBEGA1UEAXMKcm9ic3NlcnZIcjELMAKGALIUECXMCTVMx
CzAJBgNVBAOTAKITMREWDWYDVQQHEWhCZWxsZXZ1ZTERMA8GA1UECBMIV2FzaGIO
b24xCzAIBgNVBAYTAIVTMFwwDQYJKoZIhveNAQEBBQADSWAWSAJBALYK4sYDNQ7h
LmSfLOgpIvUfY7Ddw7fNCvDp3rM7z4QqoLhA2¢c8TkyamgWTBsVOWRHIidf/J6mU4
wN4wrUzJTLUCAWEAAaCCAVMwGgYKKwYBBAGCNwWOCAZEMFgol1LjAUMJESNS4yMDUG
CisGAQQBgjcCAQ4xJzAIMAAGA1UdDWEB/WQEAWIES8DATBgNVHSUEDDAKBggrBgEF
BQcDATCB/QYKKwYBBAGCNwWOCA|GB7]CB6wIBAR5aAEO0AaQBjAHIAbwBzAG8AZgBO
ACAAUgBTAEEAIABTAEMAaABhAG4AbgBIAGWAIABDAHIAeQBWAHQAbwBNAHIAY QBw
AGgAaQBjACAAUABYAGSAdgBpAGQAZQBYA4GIAGKa0jzBNn8fkxScrwsdnU2eUJOMU
K5Ms87Q+{jP1/pWN3PJINH7x8MBc5isFCjww6Y nljD8c30fYfikmWc048ZuGoH7Zo
D6YNfv/SfAVQmMr90eGmKOFFITD+hl1hM08gu20xFU7mCVfTQ/2IbXP7KYFGEqaJ6
wn0Z5yLOBYPgblQZAAAAAAAAAAAWDQY JIKoZIhveNAQEFBQADQQCgRCWkaXlY2nVa
tbn6p5miPWWirbViYo0B62wkuHOf7JOnSGexMnn/6Q/iLEIsgHgFhox5PWCzIV0J

tXKPWrBL
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